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NO CNG API iR
1 |NCryptOpenStorageProvider T aNA A —E R LGA T,
2 |NCryptOpenKey BEFOsZR <,
3 |[NCryptGetProperty TR, X —F 3O T a T o OEERET S,
4 |NCryptimportKey HEBLOB 225 CNG ¥ —% A ' AR— b 5,
5 |NCryptFreeObject TN F—F DN RIVEIRILT D,
6 |NCryptSignHash Ny V2 BIZELT D,
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Ef%% unaﬁ@fib\17‘—:"— R230SH 53R % 5

EZROZ L,

IZBOOLHEIC, =T —0%4A LG EIZFALSEXIRKd, N7 7V r— g Cx
GetLastError()E?J%ﬁUE :lw/l/L/T3:7~:lw RIS T 52 &, 7o, Kt
ENBLIN, FNHDOTT—a3— ROV TIZMSDN

(1) NCryptOpenStorageProvider

API% NCryptOpenStorageProvider
B PA=PA ey - ST
R84 > % —| SECURITY_STATUS NCryptOpenStorageProvider(
T g = NCRYPT_PROV_HANDLE *phProvider,
LPCWSTR pszProviderName,
DWORD dwFlags
);
R AE SECURITY_STATUS (ERROR_SUCCESS: %% ERROR_SUCCESSLVi4}\: J:8)
it 1/0 N
5% NCRYPT_PROV_HANDLE *| OUT N RIVEIBET O ARA - Z
LPCWSTR IN NULLSCE T T3 5 KSP44 PR
"CRPKI Key Storage Provider for
Remote Sign"z#f5E 75 = &,
DWORD IN EEICEET 53T A—4
0Z¥ET DI L,
i REaS
=7 —=a— | | NTE_BAD_FLAGS dwFlags IR EREARES LTV D
NTE_INVALID PARAMETE | 1 2Ll ED/RT A — & — 5,
R
NTE_NO_MEMORY AEVEID YT T =05 4E,
kel
(2) NCryptOpenKey
API4, NCryptOpenKey
W WAF st 2B <
BE%t 1 > % —| SECURITY_STATUS NCryptOpenKey(
7 g =74 PROV_HANDLE hProvider,
NCRYPT_KEY_HANDLE *phKey,
LPCWSTR pszKeyName,
DWORD dwlLegacyKeySpec,
DWORD dwFlags
);
VK SECURITY_STATUS (ERROR_SUCCESS:j#*) ERROR_SUCCESSLi#}: J#0)

2 7
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5%k NCRYPT_PROV_HANDLE || NCryptOpenStorageProvider CH(fS L 7=/~ Kb
NCRYPT_KEY_HANDLE N RIVEERIETT DR A o H
LPCWSTR NULLSCF CTH T3 28 D4 B
NULLZFEES D Z &,
DWORD BEOFEIE
0ZFEET DT &,
DWORD BEICRET 5/ T A —X
0ZfEETHZ &,
i ks
T 7 —=a— [} | NTE_BAD FLAGS dwFlags /N7 A —& —IZIEZEN G EN TV E
D
NTE_BAD KEYSET RELEF—NAOMY FEATLE,
NTE_INVALID_HANDLE hProvider /X7 A — % — M EZ) T,
NTE_INVALID_PARAMETER| 1 DUl ED/8T A — & — BT,
NTE_NO_MEMORY AEVED YT T —0NRELE LT,
ikl

(3) NCryptGetProperty

API% NCryptGetProperty
M KSPE 7= 138t 7 1 35 ¢ D& ST %,
BE%1 > % — | SECURITY_STATUS NCryptGetProperty(
7 = =R NCRYPT_HANDLE hObject,
LPCWSTR pszProperty,
PBYTE pbOutput,
DWORD cbOutput,
DWORD *pcbResult,
DWORD dwFlags
);
VKR SECURITY_STATUS (ERROR_SUCCESS:J#Z ERROR_SUCCESSLI4t:2H4)
i I/O N
513 NCRYPT_HANDLE IN F— N2 KL (NCRYPT_KEY_HANDLE)
LPCWSTR IN NULLZF TR T 2845+ 5 71 37 ¢
DA Hil
NCRYPT_CERTIFICATE_PROPERTY
F 7213 CRPKI_CERT_PROPERTY_MY
¥ 72 |3 CRPKI_CERT_PROPERTY_ROOT
ZHRET D,
PAR— T DEEEK ST,
PBYTE OUT | AT Dy 77 DRA 4
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DIVT . pcbResultiZfEDHEANIC LB R K S

MREIND,

DWORD IN pbOutput /N> 7 7 — DO A4 X (/XA M
1)

DWORD OUT | [EDO R ZMNT H /3y 7 7 ~DRA &

pbOutput /X7 A —% —7% NULL D4,
Ny T 7 =B A X (A N HLAL)

DREIND,
DWORD IN BEICET 53T A—%
0xfEETHZ &,
fiE P
*F—=2— K | NTE_BAD_FLAGS INGA—A—|Z dwFlags ENHENEENTLNET,

NTE_INVALID_HANDLE hObject /8T A—5—HEHTIEHYEL A
NTE_INVALID_PARAMETER| 1 DL ED/{SA—4—AEHN T,

NTE_NO_MEMORY AEVEIYHETIS—MFEELEL,
NTE_NOT_SUPPORTED BELETO/NRTAIE, AT TIEYR—bEINTLY
FHA,
fii %
% 5 NCryptGetProperty @ pszProperty TV 7R — b3 54H
# e WA
1 NCRYPT_NAME_PROPERTY DL A IR,
2 NCRYPT_VERSION PROPERTY N— g EHEIRT,
3 NCRYPT_ALGORITHM_PROPERTY (FRHFROT LT Y XA EKT,
4 NCRYPT_IMPL_TYPE_PROPERTY NCRYPT_IMPL_SOFTWARE_FLAG 7>

NCRYPT_IMPL_REMOVABLE_FLAG #%
Y, (V7 R T EEND
U b—/NT7 L FEAE)

NCRYPT_CERTIFICATE_PROPERTY RERAEA R T MEAN] 1RGNz,
7 EAL F— LSS B
R LA TREM T BB

CRPKI_CERT_PROPERTY_MY GERAEA T AN ISz,
(CRPKIKSP_ex.h IZE# STz T g B— LS B
FEEAE) PARERR AL T REA E 2 US4 2,
CRPKI_CERT_PROPERTY_ROOT GEFAEX T D
(CRPKIKSP_ex.h IZE# I 7z MERE SN D L — FEERRER ) Ioa ks nr-
EEAE) FoRLfm O B CEAREE 2 ST 5,
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AP1# NCryptimportKey
B FEESE - INBHEE - AIPREER A AR —F (Bi) T2
BE%k 1 > % —| SECURITY_STATUS NCryptimportKey (
7 m= =2 NCRYPT_PROV_HANDLE hProvider,
NCRYPT_KEY_HANDLE himportKey,
LPCWSTR pszBlobType,
NCryptBufferDesc *pParameterList,
NCRYPT_KEY_HANDLE *phKey,
PBYTE pbData,
DWORD cbData,
DWORD dwFlags
);
R AE SECURITY_STATUS (ERROR_SUCCESS: ;%% ERROR_SUCCESSLVi4\: J:80)
i I/O N
513 NCRYPT_PROV_HANDLE | IN TN, B =N RV
NCRYPT_KEY_HANDLE IN g~ RL
LPCWSTR IN A AR — T 580 (BLOBFER) .
PAR—b T 2EER 61T,
NCryptBufferDesc IN A IR MUBRIZET AT a3 8T A
—4%, NULLZIEET H Z &,
NCRYPT_KEY_HANDLE ouT FERR ST N ROVESIN AR A &
PBYTE IN A U AR— T L8T —Z KK (BLOB) ~
DRA L H
DWORD IN pbData O#A X (/A K HAL)
DWORD IN A AR— MRS 27 T 7
0 £721%
NCRYPT_OVERWRITE_KEY_FLAG % &
ETHI L,
i NE
=7 —=a— | | NTE_BAD_DATA BLOB 7 — % OEAARIE, RERFEA, ik L

NTE_BAD_TYPE

pszBlobType 7% KSP TR AKR— K

NTE_EXISTS [l 44 OFED T TITAFIE L,
NCRYPT_OVERWRITE_KEY_FLAG ##57&E L T\
VAR
NTE_NO_ MEMORY AEY AR

NTE_BAD_KEYSET

KSP MR, £/2ix 7 m " f F— 28t v FVFE
TE L 720

NTE_INVALID_HANDLE

hProvider & L < i himportKey 23 #5572~ KL

NTE_INVALID_PARAMETE
R

NULL A > 7« YA IR 870 EORIERG1 5

NTE_PERM

MR Z —

NTE_NOT_SUPPORTED

KSP 23 Z @izl (BLOB % A 7Rl 57/ A Y X
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kel

% 6 NCryptimportKey @ pszBlobType TH &R — h3 5{E

([

F

BCRYPT_RSAPUBLIC_BLOB

RSA D/ B

BCRYPT_ECCPUBLIC_BLOB

ECC D/ A%

(5) NCryptFreeObject

API4 NCryptFreeObject
R TR B —F IO N RV BT D,
Bi%k 1 > #— | SECURITY_STATUS NCryptFreeObject(
7 r—3A NCRYPT_HANDLE hObject
);
R AE SECURITY_STATUS (ERROR_SUCCESS:f# %) ERROR_SUCCESSLIt: 410
i I/O P
5% NCRYPT_HANDLE IN BT A4 T2 PO L
AN = TR S R AN S %
(NCRYPT_PROV_HANDLE) % 7= 1% 3 —
s~ R (NCRYPT_KEY_HANDLE) % #5
ET D,
(2 E
xF—=— K | NTE_INVALID_HANDLE hObject /ST A—2—D/N\URIILINEMTT,
ik

(6) NCryptSignHash

API1# NCryptSignHash
S Ny Y aEIZEAT D,
BE%c1 > % — | SECURITY_STATUS NCryptSignHash(

L NCRYPT_KEY_HANDLE hKey,
VOID *pPaddinglnfo,
PBYTE pbHashValue,
DWORD cbHashValue,
PBYTE pbSignature,
DWORD cbSignature,
DWORD *pcbResult,
DWORD dwFlags

);
R 1E SECURITY_STATUS (ERROR_SUCCESS:j%%) ERROR_SUCCESSLVI4}: J:H)
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5% NCRYPT_KEY_HANDLE IN NV a DELITERT 8D NN NV
VOID IN WD IAAG R & B DAEER~DRA v #—
RSADEH : B A S,
PBYTE IN BLT DNV BRI LTy T 7D
KA 5
DWORD IN Z.4% % pbHashValue /X v 7 7 — PN DR
A Mk
PBYTE OUT | BAEZMNT DNy 77 DIRA X
NULL% f8E L 72355 13E O E X IA AT T
DALY, pcbResultiZfEDHANIC ML E R R S
DREIND,
DWORD IN pbSignature /N> 7 7 —®O Y%A X (/A KH
i)
pbSignature /X7 A —%—7 NULL O,
ZDNRT A= —TEE I ND,
DWORD OUT | BAMHDOR S ZAEMNT /3y 7 7 DRA
v
pbSignature /X7 A — % — 75 NULL D%
G Ny T 7 —lTE R A X (N ME
1) DREIND,
DWORD IN F{EICET 537 A —% RSA O A
BCRYPT_PAD PKCS1 ## &3 5,
(2 kS
—5—=—F | NTE_BAD_ALGID hKey /85A—4—THRENDF—(3, BLEYHR—IL

TWFEEA,

NTE_BAD_FLAGS

dwFlags N\SA—F—([ZEMFENSENTLET,

NTE_INVALID_HANDLE

hKey /\SA—42—HEHTT,

NTE_INVALID_PARAMETER

1 DUEDINGA—E—HEHTT,

NTE_NO_MEMORY

AEVEIVETIS—AREAELELE,

ERR_TOKEN_GET_FAILED

tovartER (F/7 A N—22 U7 v a b
— 7 ) OEHTRI LT,

ERR_TOKEN_REFRESH_F
AILED

tyva UEBROBEE (VU 7Ly a b—27 U &Ef
HLE=T 78 A =7 OIS 2Rk LT,

ERR_AUTH_FAILED

G EXID ORFET T =ML LT,

ERR_GBIZID_COMM_FAILE
D

G EXID & D@fEIc i L=,

ERR_SAD_EXTEND_FAILE
D

SAD DIEREIZ R L=,

ERR_AUTHCODE_GEN_FAI
LED

PR a— ROAERICKRIR L7,

ERR_AUTH_REQUEST FAI

LED

PRI DELRIZRA LTz,
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ERR_AUTH_REQUEST _CH
ECK_FAILED

A DBERIZKT DT = v 7 BRI LT,

ERR_SIGN_VALUE_GET_F
AILED

FHEDBAFIT I L7,

ERR_SIGN_LIST_RETURN_
FAILED

B L7240 U 2 MEENZ LR LT,

ERR_RSSP_COMM_FAILED

VE— hBLA VAT L EDOBIEIZRILT,

ERR_INPUT_PIN_CANCELL
ED

BN A D — R ANEE T (%% k] RE LT
s,

ERR_AUTH_CANCELLED

A a— RFERBEE T (F v L] B2 NPT X
iz,

ERR_AUTH_DENIED

G v XIDT7 7Y CTRANES SN,

ERR_GBIZID_AUTH_TIMEO
uT

GEXIDulA  HIZEBIEX A LT T N (1047) 2
R LT,

(RS

pPaddinglInfo |Z5% &9 % /37 ¢ ZHiE(R (BCRYPT_PKCS1_PADDING_INFO) @

A 23 pszAlgld (2

LT OWTFRO T LT XAEZHET S,

RSA SHA-256 D% : BCRYPT_SHA256_ALGORITHM: SHA-256
RSA SHA-384 0454 : BCRYPT_SHA384_ALGORITHM: SHA-384
AKAPI O TERR_] 7biaE 57 —=a— FiX, CRPKICSP_ex.h IZEF 72 EH#K

e 5,

(7)

NCryptVerifySignature

API%, NCryptVerifySignature
B B4 EEET D
R84 > % —| SECURITY_STATUS NCryptVerifySignature (
7T z—RA NCRYPT_KEY_HANDLE hKey,
VOID *pPaddinglnfo,
PBYTE pbHashValue,
DWORD cbHashValue,
PBYTE pbSignature,
DWORD cbSignature,
DWORD dwFlags
);
RO SECURITY_STATUS (ERROR_SUCCESS:j#%) ERROR_SUCCESSLI4h: 550
i I/O N
Gl NCRYPT_KEY_HANDLE IN R 3 A AREED N KL
(NCryptOpenKey <° NCryptimportKey T
HA5)
VOID IN T4 T %i&@%ifﬁi
dwFlagsDfEIC L 0 | F8ET DGR EZE
B9 D,
PBYTE IN RREERI G & 72 B IE DN & 2 (BAHTD
LT —H DNy )
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DWORD IN pbHashValue D /XA £
PBYTE IN KRB S ST A M (BB DEE
LTERBALT—F)
DWORD IN pbSignature D A X (/34 | HAL)
DWORD IN INT T DFRTE,
YAR-FFLEER 777,
fiE N
*5—=—F | NTE_BAD_SIGNATURE B4 OREEN IR

NTE_INVALID_HANDLE

INV RIVDIRT A —H NS

NTE_NO_MEMORY

AEVE DY TOTT =01 FKA

NTE_NOT_SUPPORTED

BN R ORI SNV B4 7 LT Y XA
PR E— b xtGsh

ikl

% 7 NCryptVerifySignature ® dwFlags TH & — h3 5{E

#  EHT 5E4 50 dwFlags O

pPaddinglnfo |Z45 &9 % fifi (K

1 |RSA-PKCS1 BCRYPT_PAD_PKCS1 BCRYPT_PKCS1_PADDING_INFO
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[ 3% 4528 EEATRERIED — & | 2 FEHRTIH7-00a—) v 7o —r A% FIRT, Eir
TV =gt Zoa—Y o = Ao TEET L L,

(1)  FAHEAERALE

NCryptOpenStorageProvider T a N B — B IIATe

phProvider: 7' 11 /3 Z'—/ o KUK IIGEIR T R L2
pszProviderName: "CRPKI Key Storage Provider for Remote
Sign”

dwFlags: 0

!

NCryptOpenKey PN RVEUS

hProvider: NCryptOpenStorageProvider THuf% L 7=/~ R/L
phKey: #/ N> RUVKGHHREIR T K LA

pszKeyName: NULL

dwlLegacyKeySpec: 0

dwFlags: 0

!

NCryptGetProperty FAEAEY A X & BUGT 5,

hObject: NCryptOpenKey THuS L 72~ L

pszProperty: LA R0 fEx
CRPKI_CERT_PROPERTY_MY
NCRYPT_CERTIFICATE_PROPERTY

E

Re

pbOutput: NULL
cbOutput: 0
pcbResult: A k&SR A &

dwFlags: 0
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NCryptGetProperty

REAE A ST 5,

hObject: NCryptOpenKey CTHuf% L7z~ KL

pszProperty: LL R OAE % BEE
CRPKI_CERT_PROPERTY_MY
NCRYPT_CERTIFICATE_PROPERTY

pbOutput: FERIEMEMH AR A > #

cbOutput: FEAHFEIEL 1 X

pcbResult: WA Xk R A o X

dwFlags: 0

l

NCryptFreeObject

BN ROV
hObject: NCryptOpenKey THfS: L7=/ > Kv

!

NCryptFreeObject

Fa A B =N RV
hObject: NCryptOpenStorageProvider THf% L 7=/~ /L

(2) BRER O B CEA R ERELE

NCryptOpenStorageProvider

TN B —FFR AT

phProvider: 7' /31 #—/ 2 ROVKEARGEIR T KL A
pszProviderName: "CRPKI Key Storage Provider for Remote
Sign”

dwFlags: 0

!

NCryptOpenKey

N ROVEUS

hProvider: NCryptOpenStorageProvider THuf% L 7=/~ R/L
phKey: ##/~> RVESHNGEIR T R LA

pszKeyName: NULL
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dwlLegacyKeySpec: 0
dwFlags: 0

!

NCryptGetProperty AEEY A XA WET 5,

hObject: NCryptOpenKey THuS L 72~ RL
pszProperty: CRPKI_CERT_PROPERTY_ROOT
pbOutput: NULL

cbOutput: 0

pcbResult: A k&SR A &

dwFlags: 0

!

NCryptGetProperty REAFE A ST 2,

hObject: NCryptOpenKey THUS L 7=~ L
pszProperty: CRPKI_CERT_PROPERTY_ROOT
pbOutput: FEAZEREMH AR A > #

cbOutput: #&ANFEIRY 1 X

pcbResult: 1 ZX¥&HHARA 2 #

dwFlags: O

l

NCryptFreeObject N RVARTR

hObject: NCryptOpenKey THifF L7z~ Kb

!

NCryptFreeObject T aSNA K — N VIR

hObject: NCryptOpenStorageProvider THUfS L 72/~ Kb

(3) B4 R
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NCryptOpenStorageProvider

PACRAS I ki /o SUN A

phProvider: 7 i /XA Z'— 0 ROVESHNGEIR T R 1 A
pszProviderName: "CRPKI Key Storage Provider for Remote
Sign”

dwFlags: 0

!

NCryptOpenKey

SN RAVEAS

hProvider: NCryptOpenStorageProvider CTHuf% L 7=/~ KL
phKey: §/ o R/VKEINAEIR T KL 2

pszKeyName:NULL

dwLegacyKeySpec: 0

dwFlags: 0
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I
NCryptFreeObject N RVIR
hObject: NCryptOpenKey THUfS: L7z~ Rb
I
NCryptFreeObject TN =N RIVERTR
hObject: NCryptOpenStorageProvider THUS L 7=/~ Kv
(4) B4 REELE

NCryptOpenStorageProvider

T uNA B — gkt
phProvider: 7t /XA Z'— 2 ROVESANGEIR 7 R 1 A
pszProviderName: "CRPKI Key Storage Provider for Remote

Sign”
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dwFlags: 0

l

CertCreateCertificateContext
(A CSP x5t
OS IEErEZ fE T 5, )

AEE D T X R MERR
dwCertEncodingType: X509 _ASN_ENCODING
pbCertEncoded: X.509 DER JE X DR ET — ¥
cbCertEncoded: FEE R

l

NCryptimportKey

gEA AR — b

hProvider: 7't /3A Z—/~ KL

himportKey:##/~> KL

pszBlobType: A > R— h T 28DOEK

*pParameterList: NULL

*phKey: Ak S LTz~ RAESHHAR A 4

pbData: A > 7R— M 287 — 2 A&k (BLOB) ~DRA ¥
cbData: pbData O A X

dwFlags: 0 £721%

NCRYPT_OVERWRITE_KEY_FLAG

l

CertFreeCertificateContext
(A CSP D% 54t
OS EHERERE A BE 55, )

SEBHE D T % 2 MR
pCertContext:fli =7~ AREE= 7% A |k

NCryptVerifySignature

B4 TRGE
hKey:BREEICAE FH 9 5 ABH#E N Fv
pPaddingInfo: X7 ¢ > 7' {&#
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!

NCryptFreeObject fl N> ROVAR SR

hObject: NCryptOpenKey THfS: L7~ Kb
I

NCryptFreeObject FaINA K —oN RIVERSR

hObject: NCryptOpenStorageProvider THuf% L 7=/~ KL

(5) #VIR LB AR
[ (3) FBAEMNE ORI 5y 2 B R T — 2 OB 72T 0 I L THFOHT,
X (5) OV IR LEAAERLIEDOEE O ERIZ10EE TS,

(6) #0ix LEA BEEALE
[ (4) BABGEEHLE OIS 2 B4R T — 2 OB 721 0 I L THFOHT,
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1 nrA KRR | GEXIDR A G EX ID urA vz &rd D, QBT A
)

2 EEay) BNAT — FATJHIE | BARARHCLERE AT — e AT 5%,

3 EEaaul Al a— NEREE | G EX ID OMARANIANT 5380 22— K&l
HIZFERT D,

2. WEAAREER

(1) GeEXIDua s A
GEXIDusAry UEYA B)

GEXIDDORIAVRRERSE, 77 VFREBHSNA TG EXID n A
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